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1 Certificate Issues

1.1 No Certificates Found

When attempting to log in or register with a CAC users may receive the following error:
 

Note: Only X509 Certificates from your Personal Certificate Store that are used for Digital Signing and Non-Repudiation will be displayed.

Possible Causes:
· Improperly configured Java settings

· Inoperable ActivClient.

· Wrong ActivClient version.

· User has no X509 certificates

· User Certificates are not available to Windows through Active Client

· User is Dual Persona or Foreign National

Possible Solutions:
· Remove expired, or conflicting Certificates

· Republish Certificate to Active Client

· 
Adjust/Correct Java settings

· 
Create a ticket to request a PKI Exemption for Dual-Persona or Foreign National users

· Refer to local system admin to uninstall and reinstall ActivClient

If the certificate selection window is entirely blank, E.G. there are no error messages present:
Clear Browser Cache



1.2 JRE 32/64 bit is required

When attempting to log in or register with a CAC users may receive the following error:
 

The JRE (Java Runtime Environment) is not installed or the Java Plug-in is disabled.
 

Get the latest JRE (which includes the Java Plug-in) here if the JRE is not already installed.
 

If the JRE is already installed, then follow these steps to enable the Java Plug-in:
 

1. Go to Start > Control Panel > Java Control Panel > Advance tab > Java Plug-in
2. Select the check box for Enable next-generation Java Plug-in.
3. Click OK and restart your browser. 
Possible Causes
· The Java Plugin is disabled, or is not functioning correctly

· An incompatible browser is being used - such as IE 11

· The Java Plugin is being actively blocked by Anti-Virus software

· The Java Plugin was recently updated to version 8 25 which is not yet compatible

 

Possible Solutions
· Toggle Java Plugin

· 

HYPERLINK  \l "_Enable_Java_Via"

Enable Java Through Internet Options

· 

HYPERLINK  \l "_Adjust_IE_settings"

Adjust IE settings

· 
Refer to a system admin to uninstall/reinstall  Java

· Enable IE 11 emulation

· Refer to a system admin to verify anti-virus settings

· Uninstall JRE8 and reinstall JRE 7
1.3 Java error 

When attempting to log in or register with a CAC users may receive the following error:
 

Error. Click for details 

[Upon Clicking]

ClassNotFoundException
Com.wawf.web.applet.XmlSignatureApplet

 

[Details] [Ignore] [Reload]

Possible Causes
· Clicking "Cancel" or closing a security prompt from Java requesting permission to run.

· Current Java security settings are preventing self-signed applets from running

Possible Solutions
· Click "Continue" or "Run" when prompted

· Add Security Exemption to Java

· 
Adjust IE settings
1.4 A problem with this site caused IE to close

When attempting to log in or register with a CAC users may receive the following error:
 

A problem with this website caused your browser to unexpectedly close, the following tabs have been recovered.

 

This issue can also be presented as receiving "Session ID Assigned Twice" immediately after attempting to log in with a certificate.  

Possible Causes
An error within the Java Plugin causes the browser to unexpectedly crash

Possible Solutions
· Toggle Java Plugin

· 

HYPERLINK  \l "_Adjust_IE_settings"

Adjust IE settings

· 

HYPERLINK  \l "_Enable_Java_Through"

Enable Java Through Internet Options



1.5 Signature on Random Number Challenge invalid

When attempting to log in or register with a CAC users may receive the following error: 

Error Signature on random number challenge invalid. 

Possible Causes
This is an issue with the way the user’s browser is accessing the CAC

 

Call gscBsiGetChallenge() to retrieve a random challenge from the smart card.

The random challenge is retained by the smart card for use in the subsequent verification step of the External Authentication protocol. The client application calculates a cryptogram by encrypting the random challenge using a symmetric External Authentication key. The client application may need to examine the keyIDOrReference member of the appropriate ACR returned in GCacror CRYPTOacr to determine which External Authentication key it should use to encrypt the random challenge

Possible Solutions
· Clear Browser Cache

· 

HYPERLINK  \l "_Check_Certificates_in"

Check Certificates in Internet Options

· 

HYPERLINK  \l "_Correct_Certification_Path"

Correct Certification Path

· 

HYPERLINK  \l "_Republish_Certificate_to"

Republish Certificate to Active Client

· 
Refer to local system admin to reinstall ActivClient

 

1.6 Site security certificate error

When a user accesses https://wawf.eb.mil they may receive a prompt that the security certificate presented are invalid/untrusted/not yet valid/ expired.  

 

· The exact message will depend on the browser used

Possible causes
· Has not installed the DoD certificate authorities

· The PC date and time is incorrect

 

Possible solutions
· Complete the Machine Setup under New User

· Correct the system date and time

 

If the option to continue to the site is not available:
No option to continue to site in IE

1.7 Certificate trust validation failed

Error:

When logging in or registering the user may receive an error that says

The certificate validation trust failed ...

 

Possible Cause
The certificate is unreadable or valicert is unavailable

The certificate used is invalid

The certification path on the certificate contains invalid entries

The certificate used is not on the trusted issuer list

 

 

Possible Solutions:
· Check Certificates in Internet Options

· 

HYPERLINK  \l "_Correct_Certification_Path"

Correct Certification Path

· 

HYPERLINK  \l "_Republish_Certificate_to"

Republish Certificate to Active Client



2 Fixes / Possible Solutions

2.1 Republish Certificate to Active Client

Removing and republishing user certificates can correct issues with certificates not being available, readable, or verifiable.  

 

Before proceeding notify the user that some of the following steps may require a local system administrator. These steps cannot be completed without ActivClient and access to the ActivClient User Consol.  If that is not available do not proceed.  

 

· From an open Internet Explorer widow click Tools and select Internet Options or from the Control Panel click on Internet Options

· Click the Content Tab

· Under Certificates

· Click Clear SSL State

· Click OK on the confirmation that the cache was cleared

· Click Certificates

· Under the Personal Tab

· Remove all listed certificates [ NOTE: Email certificates can be left]

· Once all certificates are removed click close and OK on Internet Options

· Open ActivClient User Console

· Start > All Programs > ActivIdentity > ActivClient

· Select User Console

· Click Tools

· Select Advanced

· Click "Forget state for all cards"

· After confirmation, return to the Tools > Advanced menu

· Click "Make Certificates Available to Windows"

· The CAC certificates should now be republished and available to use.

2.2 Adjust/Correct Java settings

· From your control panel open Java.  

· From the Java control panel click onto the Security tab.  

· Lower the security settings to Medium

· Click Edit Site List

· Click Add  and enter https://wawf.eb.mil 

· Go to the Advanced Tab

· Scroll to Mixed code (sandboxed vs. trusted) security verification 

· Select Disable Verification

· Perform signed code certificate revocation checks on 

· Select Do Not Check

· Clear the Java Cache 

2.3 Adjust IE settings

Adjusting the Internet Explorer Browser settings can solve many common problems.

Not all of the following settings will be available to all users depending on local security policy.  

 

· From an open Internet Explorer widow click Tools and select Internet Options or from the Control Panel click on Internet Options

 

· On the General Tab

· Clear the Browser Cache

· Under Browsing History click Delete

· Uncheck "Preserve Favorites Website Data" [if available]

· Check "Temporary Internet Files" [if unchecked]

· Check "Cookies" [if unchecked]

· Click Delete

· Click Settings under Browsing History

· Under  Check for newer versions of stored pages 

· Select "Every time I visit the webpage"

· Click OK

· Click Settings under Tabs

· Under When a Pop-up is encountered

· Select  "Let Internet Explorer decide …"

· Click OK

· Click Security Tab

· Select Trusted Sites

· Click Sites

· If unlisted Add: 

· https://wawf.eb.mil
· https://*.eb.mil
· https://*.disa.mil
· Click Close

· Security level for Trusted sites should be Medium or lower

· If checked, uncheck Enable Protected Mode

· Click Privacy Tab

· If Pop-up Blocker is enabled [if disabled/unchecked continue  to Content]

· Click Settings

· Add the following sites if they are not listed

· https://wawf.eb.mil
· https://*.eb.mil
· https://*.disa.mil
· Click the Content Tab

· Under Certificates

· Click Clear SSL State

· Click OK on the confirmation that the cache was cleared

· Click on the Advanced Tab

· Under Browsing

· Check [if unchecked] "Show Friendly HTTP error messages"

· Under Security

· Uncheck "Use SSL2.0"

· Check "Use SSL 3.0"

· Check "Use TLS 1.0"

· Uncheck "Use TLS 1.1"

· Uncheck "Use TLS 1.2"

· Additional Steps:

· [If the user is a CAC user: Check Certificates in Internet Options  ]

· If problems persist

· From the Advanced tab  under Reset Internet Explorer settings

· Click Reset

· NOTE: This will reset any custom settings the user may require. This should only be done if the end user understands this and the browser is otherwise unusable.  

2.4 Toggle Java Plugin

Changes to Java plugin settings only take effect when the browser is restarted.

All browser windows and any running applications should be closed before proceeding.

These changes may require administrative access 

 

JRE 6
· Toggle or enable the Java plug-in;  

· From your control panel open Java.  

· From the Java control panel click onto the Advanced tab.  

· From the Advanced tab expand "Java Plug-in" if the checkbox for the next generation plug-in is unchecked, check it.  If it is checked, uncheck it.  

· At this point it is  recommend to Clear Java Cache
· Click OK [do not click apply]

· Re-launch the browser and attempt to access WAWF if the plugin was disabled [unchecked] you should expect to see an error stating the Java plugin is disable or not installed.  If the plugin was enabled [checked] the applet should run normally

· If the plugin was disabled during the pervious steps repeat the process to enable the java plugin.  

· If at any point in this process the user is prompted for an administrative password they do not have permissions to make these changes and should seek a system administrator immediately.  

 

JRE 7
· From your control panel open Java.  

· From the Java control panel click onto the Security tab.  

· Select the check box for "Enable Java content in the browser" if it is not checked.     Uncheck if it is checked.

· At this point it is  recommend to Clear Java Cache
· Click OK [do not click apply]

· Re-launch the browser and attempt to access WAWF if the plugin was disabled [unchecked] you should expect to see an error stating the Java plugin is disable or not installed.  If the plugin was enabled [checked] the applet should run normally

· If the plugin was disabled during the pervious steps repeat the process to enable the java plugin.  

· If at any point in this process the user is prompted for an administrative password they do not have permissions to make these changes and should seek a system administrator immediately.  

 

If an error is received that a browser or other application is still open, double check, if everything is closed, the browser process may be hung, in which case a reboot is the easiest fix.  Or the JRE needs to be uninstalled and reinstalled by an admin.
2.5 Enable Java Via Internet Options

Changes to browser security settings usually require local administrative permissions.

To adjust browser security settings to a custom level to enable or allow Java the administrator will do the following:

 

· From an Internet Explorer window click Tools and then Internet Options or from the Control Panel select Internet Options

· Select the Security tab, and select Trusted Sites

· Click Sites and ensure https://wawf.eb.mil or https://*.eb.mil is in the trusted site list

· Note - if the list is unavailable, or the user can't view the list they may not have admin rights

· Click the Custom Level button 

· Scroll down to Scripting of Java applets 

· Make sure the Enable radio button is checked 

· Click OK to save your preference 

· Close your browser and re-launch to try accessing again.

2.6 Clear Browser Cache

Clearing the browser Temporary Internet File Cache can resolve many common browser and performance issues.  Some users may not have access to delete their own temporary internet files; in that case refer the user to a system admin.

 

See also Adjust IE settings
 

· From an open Internet Explorer widow click Tools and select Internet Options or from the Control Panel click on Internet Options

 

· On the General Tab

· Under Browsing History click Delete

· Uncheck "Preserve Favorites Website Data" [if available]

· Check "Temporary Internet Files" [if unchecked]

· Check "Cookies" [if unchecked]

· Click Delete

2.7 Session ID Assigned Twice

· Error: A situation has occurred where your 'Session ID' has been assigned twice. In order to continue to use the application it is required for you to CLOSE YOUR BROWSER. Once you have closed and reopened your browser, you will be able to continue with the Wide Area Workflow e-Business Suite. If you are using the IE 7 browser or a greater version of IE browser then close the whole browser, do not attempt to login on multiple tabs.

2.8 Clear Java Cache

To clear your Java cache in Windows:
· Click Start > Control Panel.

· Locate and double click the Java icon in the Control Panel.

· Click Settings under Temporary Internet Files.

· Click Delete Files.

· Select all boxes and click OK on Delete Temporary Files window.

· Click OK on Temporary Files Settings window. 

2.9 IE Compatibility View

Compatibility view can cause the WAWF website to function incorrectly when used with Internet Explorer.  These settings may be restricted by local security policy and may require a local system administrator.
If Internet Explorer version 11 is in use IE 9/10 emulation should be ON, and compatibility view should be OFF if the website is not performing as intended.  

http://windows.microsoft.com/en-us/internet-explorer/use-compatibility-view#ie=ie-9
 

  

To turn Compatibility view Off (IE 9/10/11)
· Click the "Tools" menu option at the top of the browser 

· Click the "Compatibility View Settings" menu option on the tools menu.

· Remove any websites added to the Compatibility View.

· Uncheck the "Display intranet sites in Compatibility View" checkbox.

· Uncheck "Display all websites in Compatibility View"

· Uncheck the "Use Microsoft compatibility lists" checkbox. [if available]

· Close the "Compatibility View Settings" dialog.

 

For Internet Explorer 11 - to enable emulation
· Open Internet Explorer 11

· Press F12 on the keyboard

· Click Emulation button or press Ctrl + 8.

· Under Mode change Document mode to 9

· Press F12 again to close the options

· You can use IE11 as IE10/9.

2.10 Add Security Exemption to Java

Java update 7.51 initiated a security update that blocks self-signed applets.

The WAWF Java applet is a self-signed applet.

To counter this restriction an Exception must be added to the Java security settings.

 

· From the Control Panel select Java

· In the Java Control Panel select the Security Tab

· Click Edit Site List

· Click Add  and enter https://wawf.eb.mil 

· Additional URLs to add that may solve more complex issues, this is usually not required

· https://*.eb.mil
· https://wawf.eb.mil*
· https://*.disa.mil
· https://*.disa.mil*
2.11 Republish Certificate to Active Client

Removing and republishing user certificates can correct issues with certificates not being available, readable, or verifiable.  

 

Before proceeding notify the user that some of the following steps may require a local system administrator. These steps can not be completed without AcivClient and access to the ActivClient User Consol.  If that is not available do not proceed.  

 

· From an open Internet Explorer widow click Tools and select Internet Options or from the Control Panel click on Internet Options

· Click the Content Tab

· Under Certificates

· Click Clear SSL State

· Click OK on the confirmation that the cache was cleared

· Click Certificates

· Under the Personal Tab

· Remove all listed certificates [ NOTE: Email certificates can be left]

· Once all certificates are removed click close and OK on Internet Options

· Open ActivClient User Console

· Start> All Programs> ActivIdentity>ActivClient

· Select User Console

· Click Tools

· Select Advanced

· Click "Forget state for all cards"

· After confirmation, return to the Tools>Advanced menu

· Click "Make Certificates Available to Windows"

· The CAC certificates should now be republished and available to use.

2.12 Check Certificates in Internet Options

For CAC or soft certificate users of WAWF checking the certificates to ensure they are listed, readable, and installed correctly can identify many issues. 
This may require local administrative rights.
 

· From an open Internet Explorer widow click Tools and select Internet Options or from the Control Panel click on Internet Options

· Click the Content Tab

· Under Certificates

· Click Clear SSL State

· Click OK on the confirmation that the cache was cleared

· Click Certificates

· Under the Personal Tab

· Identify the listed certificates

· Typical CAC users will have three listed certificates

· Under Issued To should be the users name followed by the dodID number

· Under Issued by you should typically see one or two Email certificates, and one NON-Email certificate.

· The NON-Email [ALL] Certificate is the one used by WAWF

· If Invalid certificates are listed:

· Republish Certificate to Active Client
· Select the NON-Email Certificate

· Click View

· Under the General Tab

· Check the Valid from dates to ensure the certificate is not expired

· Under the Certification Path

· Check the certification path is valid

· The Certification Path typically three levels deep

· The path should look like this:

· DoD Root CA 2
· DOD CA -XX [where XX = the CA issuing number]
· Lastname.first.I.xxxxxxxxxxxxxxxxx ....

· If the Certification Path is invalid:

· Correct Certification Path
· If the certification path is correct

· Click OK on the Certificate dialog.
· Click Close on the Certificates dialog
· Click OK on the Internet Options dialog
2.13 Correct Certification Path

Correcting the certification path can resolve errors with certificates not being found, readable, or verifiable.  

 

This may require local administrative rights

 

· From an open Internet Explorer widow click Tools and select Internet Options or from the Control Panel click on Internet Options

· Click the Content Tab

· Click Certificates

· Under the Personal Tab

· Select the NON-Email Certificate

· Click View

· Under the Certification Path

· Check the certification path is  valid

· The Certification Path typically three levels deep

· The path should look like this:

· DoD Root CA 2

· DOD CA -XX [where XX = the CA issuing number]

· Lastname.first.I.xxxxxxxxxxxxxxxxx ....

· If the Certification Path is invalid:

· Make note of each certificate listed above DoD Root CA-2

· E.G. DoD Interoperability

· Click OK on the Certificate window

· On the Certificates window

· Click on the Intermediate Certification Authorities Tab

· Remove all the certificates that were listed above DoD Root CA-2

· E.G. DoD Interoperability

· Click on the Trusted Root Certification Authorities  Tab

· Remove all the certificates that were listed above DoD Root CA-2

· E.G. DoD Interoperability

· Click Close on the Certificates dialog
· Click OK on Internet Options
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